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Abstract: Large language models have impressive language capabilities, but are
still largely treated as black boxes. In order to use them reliably and safely, we
would like to be able to control their output, and gain an intuitive understanding
of their internal processes.

Advisor: Several methods have tried to induce a given output, from modifying the original
Prof. Marcello Restelli model to purely black box approaches, with varying results. In this work we will
Co-advisor: study the information contained in the embeddings, which are the latent represen-

Gianvito Losapio tations used by these models. We develop a semantic embedding scheme and model
embedding space navigation as a Markov Decision Process. We define a pipeline to
efficiently suggest phrases that lead the LLM towards a given output, by training a
reinforcement learning agent based on these latent vectors. The training is done via
a modified version of Alphazero to take advantage of the explorative capabilities of
this algorithm. We use the open model Mistral-7B-Instruct and sample goals from
the English dictionary, obtaining modest but promising results, getting tokens that
lead the generation towards the specified goal. The method can be extended in a
goal-based setting and can also be applied to safety or alignment tasks.
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1. Introduction

Large language models (LLMs) have revolutionised the Natural Language Processing world, and in recent
years they have embedded themselves in many people’s lives, either as text assistants for individuals[21, 45] or
as parts of larger frameworks and pipelines in several industrial processes[!, 14]. Such models are capable of
diverse language tasks, like translation[53] or summarisation, as well as tasks in other fields, such as arithmetic
and logical reasoning[19].

Unfortunately, they also have a potentially harmful impact if used for illicit or deceptive purposes, given their
powerful generation capabilities[50], and an understanding of their inner working is crucial to tame this new
technology.

One of the most nebulous aspects in large language model computations is the meaning of the embeddings
they utilise, i.e, the internal numerical representations of the text that is given in input and which are used to
output an answer in return. These embeddings compress down information in order to be re-elaborated in the
hidden layers of the LLM to obtain the next part of the sentence, and such dense information might be useful
to understand, and hopefully control, the text generation of these models.

Since we are looking to use this information to control these systems, we will be using the tools of reinforcement
learning (RL), as its techniques are used when it is necessary to find the optimal control strategy in a given
environment.

The main research question we ask ourselves is the following: “Is it possible to treat a language model as a
navigable environment and explore the latent space of its embeddings, akin to what is done in reinforcement
learning?”

The motivation for this question comes from a necessity to better understand the workings of such obfuscated
models. We want to find possible methods of controlling their outputs towards a desired state or a desired set
of outputs: learning this can allow us to gain insight into how to avoid such a steering of the response from a
bad actor.

Our work will try to combine the strengths of large language models and reinforcement learning in order to exert
control over the generation of current LLMs. We strive to employ both the rich structure of LLMs’ outputs and
the control enabled by reinforcement learning to offset the weaknesses of these two fields.

We will also follow this leitmotiv of finding promising common grounds throughout the various methods we are
going to consider. As a natural language task we will try to traverse the space of conversations, which requires a
fair bit of exploration. Because of this we will be basing ourselves off of the tree algorithm known as Montecarlo
Tree Search, as this algorithm allows searching an environment towards the most promising directions, essential
in a large space like that of conversations.

2. Background

2.1. Large language models

A large language model is an artificial intelligence model that is able to produce semantically meaningful text.
Most such models are based on the Transformer [48] architecture, a structure that exploits the concept of
attention[3, 20] to its fullest.

Most widely available language models process text by first breaking it up in tokens learned during the training
process. The most common way for building up the vocabulary of the model is through Byte Pair Encoding[13],
providing a good compression ratio for the incoming text and making processing much faster compared to using
only one or several starting character sets. The learned tokens will make up the vocabulary V), the set of
discrete units of text the model will work with.

Language models come in two main flavours: autoencoding and autoregressive. The necessity for compressing
text comes from the way in which language models generate text: in both autoregressive and autoencoding
models, we need to generate some missing parts of the sentence, requiring a forward pass of the system, and
reducing the number of times the computation needs to happen is vital for efficiency.

As for the two types of LLMs, the main representative of an autoencoding language model (also called a "masked
model") is BERT[12] (Bidirectional Encoder Representations from Transformers), whose self-supervised training
consists in reconstructing a sentence in which some of the tokens have been masked. These models are able to
construct a semantically rich representation of the input sentence in order to output the missing token, but are
not made for lengthy generation.

The most notable autoregressive model is the GPT family of models (Generative Pretrained Transformer)[35].
These models autoregressively generate the next token given the previous ones. Their embeddings are more



task-oriented and are not guaranteed a semantically meaningful result, but in turn are great for generation.

The internal representation of transformers is made up of embedding vectors that are progressively modified
during the forward pass through the LLM’s layers. These embeddings, vectors in R?, encode the meaning and
position of the input tokens, modified along the transformer architecture, and are dependent on the training
process of each model.

After reaching the last layer of the model, the final embedding is projected to a vector of size |V|, making up
the logits of each token. These logits will then be converted to probabilities, most often with a simple softmaz
function, and then follow a sampling strategy to determine what the next token will be.

Current models are able to perform well on reasoning benchmarks, but despite the appearance, they don’t have
an inherent notion of correctness or planning, since their training focuses on prediction, trying to match the
training corpus as closely as possible.

The latest models are able to perform surprisingly well in tasks other than language completion [5, 9, 31, 52],

but lacking the structures for proper reasoning, they are prone to "hallucinations'[16], confident but wrong
answers obtained by unfortunate mixing of the training data.
These hallucinations, as well as the many concerns about alignment[19, 23] are the main obstacle for reliable

use of these technologies.

2.2. Reinforcement learning

Reinforcement learning is a branch of machine learning dealing with control problems. It is based on the notion
of an agent operating in an environment in order to find the best policy 7 to achieve its goals, most often
encoded in a single reward signal[46].

This formalism was developed to mimic the learning process of real life intelligent agents, which experience the
environment and receive either a reward or punishment based on their actions.

2.2.1 Components

A reinforcement learning model is defined by a Markov Decision Process (MDP) M = (S, A, P, R,~, o)
which consists of few main components:

e S - The state space, a set of states the agent can visit

e A - The action space, a set of actions the agent can take

e P - A transition function P : S x A — A(S) that maps a state and an action taken in that state to a

distribution over the next states

e R - A reward signal R : § x A x § — R which the agent will use to optimise its performance in the
environment, maximizing the total reward received
v €[0,1) - A discount factor, determining by how much the rewards are discounted at future timesteps.
Because the reward signal, imitating real life intelligent agents, is more valuable in the near future, we
discount future rewards based on how far away in time they are

e 1o - An indtial distribution on the set of states
The process can be of finite, indefinite or infinite horizon.
When dealing with a finite horizon MDP, the process will surely end in H steps. In the indefinite and infinite
case, the process ends after an indefinite amount of steps (upon reaching an absorbing state) or never ends,
respectively. In this case we can consider 7 as taking the role of the horizon. The effective horizon in this case
is calculated as 1% Alternatively, v can be seen as the probability of the episode to carry on.
MDPs exploit the Markov property, meaning that the history of the episode is irrelevant to calculate the next
state if the current state is fully known. More formally

P(stv1=1jlst =i,80-1 = ki—1,--+ , 80 = ko) = P(s¢41 = jlst = 1)
The basic loop of reinforcement learning is shown in Fig. 1.

Depending on the specific RL problem at hand, there can be slightly different components to this modelisation.
In the case of goal-oriented reinforcement learning, we also add a set G of goals to the formulation. The reward
function is also determined by the goal g € G, and the agent is conditioned to learn multiple goals instead of a
single one.

The rationale behind this framework is that intelligent agents should be able to generalise their knowledge of
the environment to different situations, and multiple different goals are one such type of possible generalization.

The state of the MDP can also differ from that known to the agent. When the environment does not expose
the full state to the agent, but only a partial observation o, we are dealing with a Partially observable Markov
decision process (POMDP). In this case we add two components to our initial MDP:
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Figure 1: Reinforcement learning loop (From [16])

e ) - The observation space, a set of observation that the environment can provide to the agent
e O - An observation function O : A x S — A() that given an action of the agent and the (true) state
the environment is now in, returns a probability distribution over all possible observations
POMDPs are significantly more difficult to learn than standard MDPs[33]. The intuition for this can be observed
by the fact that even a simple two-state MDP can become a process with an infinite number of states, since the
agent’s view of the environment is a probability distribution over these two states. Another complication is that
in POMDPs the Markov property does not hold, as the agent’s state is a function of all previous observations.

2.2.2 Value functions and policies

In a generic Markov Reward Process (A simpler version of a MDP where the transition probabilites are in-
dependent of actions) we can define the combination of the obtained rewards through a specific metric, the
gamma-discounted cumulative reward, also called the return:

oo
t
Ut = E Y Tt+k
k=0

From this return we define the value of a state in the environment through the value function as
V(s) = E[ve]ss = s]

Learning which states are high-value states is essential for solving a MDP, and the object that needs to be
learned in order to reach that is the policy.

A policy in the context of reinforcement learning is a function 7 : § — A(A) mapping a state to a distribution
over actions. We can define the value function induced by a given policy as

oo

Z VEr(sek, arr)

k=0

VT (s) =E; [vt|st = s] =FE

St = 8] y Atk ™ 7T(3t+k)

In order to learn a useful policy to traverse the environment, the function that is needed to exert this control is
the action-value function, also called @-function, since it offers information about the action that the value
function lacks.

Q7 (s,a) = Ex[vi|st = s,ar = a

The goal of reinforcement learning is to learn the optimal policy n* that maximises the expected return from
the starting state.
7" = argmax E [V (p0)]

This often comes down to learning the optimal value functions V* and @Q*, and for this purpose several state of
the art algorithms have been developed[27, 39, 10].

In many environments the state space, the action space or both of these are not finite in their cardinality,
meaning that it is impossible to enumerate all state-action pairs in order to find the best action-value function.
In such cases we must resort to function approximation to learn the desired policy, parametrizing the value
functions via a set of parameters w. Oftentimes the parametrization brings us in the realm of deep learning,
which is responsible for some impressive results like in [28, 441] by using deep neural networks as the actor
(policy) and critic (value function).

The main hindrance to reinforcement learning algorithms is their sample complexity, i.e. the number of inter-
actions that are needed with the environment, which is often time-consuming, costly, or unsafe.



Another consideration regarding sample complexity is that the training data in reinforcement learning is a time
series, and as such it is inherently temporal. This means that samples are not independent and identically
distributed (i.i.d.).

Yet another problematic aspect is that when updating the parameters of the functions, the policy changes,
and in turn the new samples that will be obtained. The non-stationarity of the learning targets is yet another
recurring problem in reinforcement learning, hampering learning through training mechanisms of other machine
learning subfields.

2.2.3 Exploration/Exploitation dilemma

When engaging with the environment it is important to explore in order to gather new information that can
be used later, but it is also necessary to exploit the previously obtained information at some point to garner
rewards from the environment. The exact amount of exploration is a dilemma that is endemic to reinforcement
learning, even more so when the space is so vast that it would be unfeasible to explore all possible states, for
example in continuous settings.

2.3. Montecarlo Tree Search

Montecarlo Tree Search (MCTS) is a tree-based technique for evaluating a given environment through

search. Like all tree algorithms we begin with a root node, identifying the initial state of the environment from

which we want to plan out. After that, the algorithm is based on a sequence of four elementary steps:

Selection. A node of the tree is chosen, depending on how "promising" it seems. Starting from the root, the
nodes are compared based on their UCT[20] value (Upper Confidence bound for Trees), a score that tries
to balance exploration and exploitation, the ever-present dilemma in reinforcement learning. This value for
node n is calculated as

T = W o \/log(N(Parent(n)))

N(n) N(n)

where W(n) is the cumulative utility obtained by node n, N(n) is the number of simulations that have
involved n, Parent(n) is the parent node of n and C is an exploration factor that governs how much weight
to assign to exploration and how much to exploitation: a value of 0 ignores any explorative aspect and focuses
on the obtained rewards only, while a higher value consideres much more favourably visiting less explored
nodes.

Expansion. Once selected, a node is expanded, meaning that one or several new children nodes are created
by applying an action to the state contained in the parent node.

Rollout. From each child, a rollout is executed. This means simulating the continuation of the game until
the end (or any other stopping criterion), and from there receive a reward depending on the outcome. The
policy used during the training can differ from the tree policy, and it often is just a random policy.

Backup. The outcome of the rollout is propagated to the ancestors, in order to obtain a finer estimate of the
best action to take at the root.

As with all "Montecarlo methods" using this algorithm requires reaching a final state during rollouts in order

to obtain a reward, which can be quite rare for environments where the episode length is very long.

2.4. Alphazero

The history of Alphazero[44] comes from the evolution of AlphaGo[42] and AlphaGo Zero[43]. Both of these
monumental papers involve the usage of MCTS in order to reach milestone achievements at the time, such as
beating the world champion at Go, a game with over 107" possible configurations.

This algorithm uses MCTS combined with a deep convolutional neural network acting as policy and value
functions, parameterised by parameters §. The input of the networks is the state of the game board, and in
output is a policy head and a value head. These two outputs predict what the next best move is, according to
the network, as well as what is the predicted return from the current state.

The way in which they are trained is by trying to fit the values predicted from the network to the values obtained
by MCTS, which can "be viewed as a powerful policy improvement operator"[413].

When performing the search in the tree, these values are then used both to guide the expansion process,
operating an implicit pruning, and to return a predicted value during the rollout step instead of carrying out
the simulation. The calculation of the UTC score is also changed in order to use the PUCT algorithm[37]:

(N (Parent(n)))
N(n)+1

W(n)

PUCT(n) = 5

+ Crg(an|sn)




Here mg(ay|sy,) represents the prior probability of the network to choose the action that leads it to the node
n. This way the algorithm can weigh the branches also by the predicted utility, especially useful in settings in
which the branching factor or in general the action space is very large.

The guidance provided by the policy network enables far less searching steps than traditional search algorithms.

3. Previous works

A connection with large language models and reinforcement learning is already present: RL is already commonly
used in the last parts of LLM training, to try to align the model to human values via Reinforcement Learning
with Human Feedback (RLHF)[32]. This type of use of reinforcement learning is focused on the alignment
aspect, rewarding the generation based on a human-provided metric to avoid unsafe output, tweaking the
weights of the LLM in the process. In this case, the LLM itself is the agent.

Our use of RL will differ from the aforementioned one, since we will treat the language model as a fixed
environment, and train an external agent to obtain a specific output from said environment.

The main methods to steer a language model’s output have been through fine-tuning or prompt engineering.
Fine-tuning provides optimal results by using a fine-tuning dataset, but unfortunately requires additional data
and retraining of the network, which is computationally intensive.

Many research avenues have thus dealt with the concept of prompt engineering in order to obtain a desired
result from language models.

In [4], LLM prompting is viewed in the framework of control theory, showing that it is possible, in a few tokens,
to induce any given completion, even the least likely one, to be the most likely. This provides a substantial
theoretical basis in the effort to find these tokens via automatic prompt engineering.

3.1. Prompt engineering

The main directions of prompt engineering focus on either of the following: manual optimisation, "soft prompts",
token-level optimisation, or sentence-level optimisation.

The first manual prompt optimisation works have been aimed at probing the capabilites of LLMs[5, 38],
but obviously require manual effort to dedicate to each task.

Another similar technique to avoid fine-tuning is to use "in-context learning', i.e., providing the model with
some examples prior to evaluation. These can achieve very good results in steering the discussion, but are not
robust with respect to updates to the model. The "DAN" (Do Anything Now) family of prompts is a prime
example, suggesting an "unrestricted mode" to the model that it should comply with. Most models also suffer
from sycophancy, leading to exploits such as "many-shot jailbreaking"[2].

When speaking of soft prompts we are referring to the bypassing of the textual prompt input in the LLM,
instead feeding in a manually crafted embedding vector[24, 34].

Several techniques have been proposed to instead utilise the continuous embedding or probability space visible
when querying the hidden states of LLMs by employing token-level attacks. This means optimising over a set
of tokens and see which ones elicit the better response.

An important first work in this avenue is AutoPrompt[41]. In this framework, a prompt template allows for a
certain amount of tokens to be learned in order to improve the classification performance of a masked language
model. This method uses as its main training signal the probability of the correct token(s) being output, and
already it provides a great boost in prompting performance over previous methods.

Subsequent research has tried to obtain similar prompts that are transferrable across multiple LLMs [54], some
even adopting reinforcement learning for this aim, like RLPrompt[11], which obtains trigger tokens for a given
downstream task by inserting a policy network in the intermediate layers of the model.

Others have opted for sentence-level methods, optimising over input prompts which result in natural sounding
conversation.

Many practitioners try to exploit the roleplaying and simulated personas that LLMs can offer, emulating the
"DAN" series of prompts[25], or pitting LLMs against each other in an adversarial fashion to obtain the desired
response [0, 8,

All these methods have their own pros and cons. Manual prompts are harder to craft as time and defensive
measures go on, both due to more controlled pre-training and post-inference censorship[15], which will likely
make their influence fade in the coming years.



The first automatic way, using soft prompts, implies the highest degree of control over the steering, which
happens in continuous space, but is also the least interpretable, as they wholly operate in the embedding space
and often don’t map to an input sentence of any kind.

The second is able to exert a good amount of control, but suffers from the necessity of a white-box model and
the common non-interpretability of the resulting prompts, usually made up of random tokens.

The third usually uses a black-box model and is very interpretable since it operates in sentence-space, although
it is very dependent on the initialization prompt and has limited control, since it does not delve into the inner
mechanisms of LLMs.

We are going to be positioning ourselves in between the last two approaches, learning in a token-level setting
while using the low-level information given from the model but using it to generate sentence-level interactions.

3.2. Embeddings

Another avenue of research in LLMs focuses on obtaining meaningful embeddings. This effort is easier for
masked type models such as BERT, which show that it is possible to get semantically meaningful results out of
the compression that the model operates, especially in the middle layers[30].

The research in causal models is more troubled, as embeddings do not originate from a necessity to reconstruct
a given sentence, but to extend it. Because of this difference in architecture, it has been attempted to bring
the model to converge to similar embeddings to their masked counterparts with contrastive learning[18] or
simple meta-prompts[22], as well as trying to use some combination of the raw internal embeddings[47]. These
techniques aim to use the information contained in the hidden layers of the transformer for classification tasks,
but to the best of our knowledge they haven’t been used for LLM attacks or jailbreaking without a modification
to the model itself. We will instead define a way to obtain embeddings that can be used as state by an external
agent, requiring access to the model but without modifying it, a grey-boz setting.

4. Methods

You are going to play a
leader-follower game. You must You are a helpful
make the other player say assistant
"what a Tovely day"

A (= Today is great! The sun is

A (=Today is great! The sunis

Leader: User:

shining, flowers are blooming) : shining, flowers are blooming)
1 i 1 i
Follower- | agree! This day really seems to be Assistant: | agree! This day really seems to be
great! great!
Aj (=There are some people A, (=There are some people
Leader: here appreciating the day as well, User: here appreciating the day as well,

what might they be saying?) what might they be saying?)

. They might be saying things like: . . They might be saying things like:

Foll : Assistant:
oflower "Today is really nice” or “What a ssistan "Today is really nice” or “What a
lovely day!” lovely day!”
(a) Leader view (b) Follower view

Figure 2: Interaction example

We want to explore the embedding space of an LLM in order to automatically decide what utterances can lead
it to a desired output, all the while maintaining interpretability of the resulting suggested actions.

In our approach we will treat the reference model as a learnable environment, basing ourselves off of the
embeddings generated within the model by probing it during inference but leaving the parameters of the LLM
frozen. This approach thus doesn’t require any expensive retraining of the language model and doesn’t use it
as a policy, contrary to previous works.

In order to have multiple targets be available, we will also structure the problem in a goal-oriented fashion.
The idea is that being able to steer a model towards a certain utterance requires conscious understanding of
the current context (embedding), which is a highly generalizable concept: knowledge for reaching the word
"dungeon" is likely useful for reaching "dragon" or "medieval".

The main setting is inspired from the Adversarial Taboo[51] game. In this two-player game, the attacker needs
to induce the defender into saying a certain word. Only the attacker knows of this word, and the defender must
try to guess it without accidentally saying it during the discussion. In our proposal we decide to train a RL
agent as the attacker, and instead of an adversarial setting, we treat the defender as part of the environment,
more similar to a leader-follower setting.



We are going to be using a single LLM L in order to assess the information that can be gained when limiting
ourselves to just one model. As such, both the leader and the follower will be different instances of L, in order
to keep the outputs result from the same embedding space.
We will denote as L(x) the output of the LLM on the prompt x until the occurrence of the EOS (end of
sequence) token. These are normally non-deterministic outputs, unless we decide to use greedy sampling in the
generation, which we will use during training.

Ezample - L("The capital of Germany") = "is Berlin."
We will also denote as Emb(x) the embedding of the prompt = under the strategy described in 4.3.

4.1. Embedding space navigation as a Markov Decision Process

The first combination that we will highlight is the one between language models and reinforcement learn-
ing.

As mentioned before, large language models appear to have impressive language capabilities, but as they are
essentially next-token predictors they lack any reasoning aspect in their architecture. Despite this shortcoming,
we still want to use their natural language proficiency, thus letting a reinforcement learning agent dictate what
actions to take.

To build an environment for this task, we will need to define a MDP M = (S,G, A, P, R, H,~, ).

e State space S - Our state will be the current embedding describing the discussion, meaning the state
space is R%. As embeddings usually encode meaning in their direction rather than their magnitude, and
since we are going to use the cosine similarity as the main metric in our modelisation, we can normalise
the embeddings, limiting the state space to the d-dimensional spherical surface S = {s € R? : ||s]| = 1}.
The real state of the environment sg is a series of utterances in natural languages, meaning sg € V°°.

Despite the embedding only being an observation of the true state of the environment, we are going to
use the state space we just defined as a proxy for the actual real state of the conversation. We postulate
that the continuous nature of embeddings gives enough freedom to represent even lengthy conversations,
for all practical purposes, and because of this we justify this substitution. Working in continuous space
also allows for easier manageability of the training process.!

e Goal space G - Our approach aims to learn a policy based on the semantic embedding of the discussion
in order to induce a certain target. The goal space of this work would then be the space of natural
language sentences V°°.

e Action space A - The action space for a language modeling task would be, in general, the set of all
possible utterances, meaning an unbounded discrete set of V°>°. To deal with the size of such a set, we
decide to limit the actions of the agent to k tokens, so that the action space is only A = V*. The structure
of such an agent is explained in 4.2

e Transition function P - Once an action is obtained, it is appended at the end of the discussion, and
then the utterance of the follower is sampled and appended in a similar fashion.

s?l = st.a".Delp.ak.Dely
Here a.b is the concatenation between a and b.
The follower’s action is taken by directly querying the LLM: a} = L(s%.a'.Delp). Between each player’s
turns we append a delimiter to mark the current turn. Delg is the follower’s delimiter, and Dely, is the
leader’s. The embedding of the new state of the discussion is going to be the next state for the agent.

s = Emb(si1)

In the beginning we have s, = Sys;.Dely,

e Reward R - The reward given to the agent depends on whether it was able to induce the target sentence
g in the follower’s response. If a%, contains the target, the reward will be /™! = +10 and the episode will
end.

As this reward by itself is quite sparse, and since we want to use the information from the embedding
vectors, we also define a reward at each timestep in the following way, also exemplified in Fig. 3.

For action at time ¢ we calculate the embedding for the discussion with the real follower response,
e!. = Emb(st;.a’.Delp.al.) and the one for the ideal response e! = Emb(s%;.a’.Delp.g). We then shape a
reward function based on the cosine similarity of these two vectors, specifically

rit = 4(sim(el, el) — 1)

!To be more precise, the agent receives an observation o from the environment and uses that as its state, we assume
that the function mapping the environment’s state to the agent’s is roughly a bijection, and as such we write s for the
observations.



This reward is in the range [—8, 0], obtaining negative reward for each step that doesn’t reach the target
and thus incentivizing a positive response sooner rather than later. We have not penalised the rewarding
process when the "taboo" target was uttered because it would further increment the complexity of our
environment.

e Horizon H - The game could, in theory, continue until the correct label is obtained. Because of the
costly interaction with such an environment, though, we limit the length of the game to a maximum
number of interactions of H.

e Discount factor 7 - The discount factor can be safely ignored and set to 1 in this case. The reason
being that the episode length is bound to H steps and the return cannot diverge by repeated summation
of the reward. Furthermore, the negative reward will lead the agent to reduce the number of interactions
to a minimum.

e Initial distribution pg - The initial state is unique, but the system prompts will differ for leader and
follower. The first will be in the know of the game, whereas the second will be told to act as a "helpful
assistant", in line with most widely available consumer models. The full prompts are in A.

Despite the above formulation, for this thesis we will remove the goal space component during the experimental
phase to instead focus on a single target at a time. This is done for time and resource constraints and can be
extended in a future work.

We call the resulting environment LLMExplore. In LLMExplore, an agent in the know of the rules of the
game will try to induce the other player to utter a phrase known only to the former. On the other hand the
other player will simply be asked to act as a helpful assistant, the normal use case for LLM chatbots.

The two players will be given different system prompts to reflect this asymmetry, and a sample interaction is
shown in Fig. 2.

A1 (= Today is great! The sun is L: A1 (= Today is great! The sun is
shining, flowers are blooming) ° shining, flowers are blooming)
F: | agree! This day really seems to be F* - What a lovely day
great!
N\ J N\ J
Y Y
Emb(-) Emb(-)

Cosine

e -
T distance

€;

Reward

Figure 3: Reward

4.2. Training pipeline

Another duality we want to make use of is the two types of vocabulary-based prompt engineering: token-level

and sentence-level. As expressed before, sentence-level attacks are much more interpretable and transferable,

but don’t lend themselves to optimisation with standard methods, since the iteration process is in sentence
space, and often guided by the LLM’s reasoning abilities themselves. On the other hand, token-level attacks
can follow optimisation techniques, even if in a non-continuous setting[54].

We create a pipeline (Fig. 4) in such a way that we are able to learn a finite subset of the sentence space, trying

to offload the burden of reasoning from the LLM to a proper reinforcement learning agent.

The pipeline is as follows:

Step. 1. From the current state of the discussion, we extract the semantic embedding as described in 4.3.

Step. 2. We pass the embedding as input to our agent, which will provide as output a set of k tokens, which
we’ll call the "tokenset" from now on.

Step. 3. These tokens will be fed into a template that will be used by a black-box LLM to generate the next
proper sentence. This template will restate the problem definition and the current discussion and ask
the model to focus, in the creation of its next action, on the tokens that were provided by the agent
in the previous step.

Step. 4. The LLM generates text in natural language, which will be used as the leader’s utterance to obtain
the next state.
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Figure 5: Cascading Q-nets

Step. 5. The resulting utterance is passed to the environment, which will provide the reward for the current
timestep and the next state containing the response of the follower.
The reward will be used for the computation of the return and the update of the policy.
The intuition behind this pipeline is that treating this problem in two stages limits the complexity that each
of the individual steps needs to tackle: the decision to have actions based on tokens, "closer" to the embedding
space than full sentences, is done to work in two domains between which a simpler mapping is present, thus
making it a simpler problem.

Another instance of this same intuition can be found in the generation of tokens. We take inspiration from [7]
and their Cascading Q-networks in order to obtain the tokens that will make up the action.

In their work, the action space is combinatorial in the number of choices that the agent is supposed to offer to an
external actor. They break this complexity by defining k networks, each responsible for the optimal suggestion
of one of the k actions, with the constraint that they should all agree on the value of the joint global maximum.
We operate in a similar way to break the still considerable complexity of choosing the appropriate k£ tokens by
cascading the tokens suggested in the j — 1 preceding networks to the jth network. A diagram of these networks
is shown in Fig. 5.

Because of the language task at hand, in this way we can also incentivise a "specialization" of each network,
suggesting different kinds of tokens at different layers.

4.3. Embedding calculation

Finally, we try to use insights from the methodologies used for both autoencoder and autoregressive types
of LLMs.
We want to figure out if there is sufficient information in the embeddings of causal models to learn useful insight

11



Distance matrix - layer31
4 6

0 - Lorem ipsum dolor si

1-This is a very long o
2 - A mathematician foun

3 The problem was solv
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Figure 6: Proximity matrix of several sentences’ embeddings following the embedding scheme in 4.3.
Sentences 2-6 only differ for the last token, which in a standard causal transformer would drastically change
the next output token. The closeness in embedding space hints at the fact that these embeddings instead
capture semantic information. Full prompts in A.

for steering a model.
Since there is no clear consensus on the "right way" to extract embeddings in causal models, we base ourselves
on some heuristics:

e Weighted average pooling - In a causal model the attention mechanism attends to all tokens that were
previously processed within the context window. To generate a new token we observe the last hidden
state of the last token, which when decoded will give the most likely next token.

In causal models the objective is to extend the sentence, thus any given token only has visibility on
the tokens that came before it. This means that later tokens potentially have greater context clues and
nuance than the preceding ones.

In order to use the information of all tokens, but also recognizing that later ones have been exposed to
more information, we weigh each input token embedding depending on its position.

e Transformer layer - In empirical tests we have found out that under the above heuristic, different
prompts get more separated (lower cosine similarity) on the second to last layer of the transformer in the
chosen model. (Fig. 6)

Once we obtain the relevant embeddings, shown in (Fig. 7) we calculate the value we are going to use as the
state by linearly weighting the embeddings:

2 =11.--
Emb(z) = mw—re’q_1 where Z;_l ”

where n is the number of tokens in z and A is the number of transformer layers in L.
We also try an exponential weighting scheme using a softmax function o on the linear weights with temperature
T, , to address issues of vanishing dissimilarity we noticed during training as the length of the discussion increases.
These are explained in 6.3.

Emb(z) = o(w) e?™!

4.4. Exploration

In all open-ended language related tasks a big obstacle is the vast exploration space we have to face. Despite
the improvements we already discussed, we are still required to explore quite a big landscape.
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Figure 7: Embedding calculation

Because of this, we have chosen, for the training of the policy, to adopt the Alphazero algorithm, already used
successfully when exploring a large state space such as the one in Chess, Go or Shogi. Because of the goal-
oriented approach we want to take, we base ourselves off of the AlphazeroHER[30] framework, hoping to use in
the future the improvements it implemented in goal-oriented settings.

We have modified the algorithm to cope with the very large action space, mostly regarding the expansion of
the nodes of the tree, which needs to happen iteratively for any chance at learning. Normally, each node is
expanded considering all valid actions, an unfeasible task in an environment with tens of thousands of possible
next actions like ours.

We have had to limit the branching factor of the nodes of the tree considering several simplifications. Instead
of expanding all actions in a node, we only expand an amount depending on the depth of the node and the
current number of visits. The first heuristic is explained by the fact that earlier interactions are more important
in setting the discussion than later ones, and thus need to be explored more broadly. The second allows for
further exploration of a given node once enough trials have been carried out from the children of that node, and
we can start exploring other actions. This progressive widening[29] of the branching factor allows for a more
manageable training overall.

To reduce the computation needed, during training we also introduce another heuristic: we favor tokens that
are both longer and in the printable ASCII range, since longer tokens usually represent full words and concepts
instead of just word fragments.

5. Experiments

5.1. Setup

For this work we have used Mistral7B Instruct v0.2[17]. We used the Huggingface API?> and Llama-api® to
query the model for text completions, and a locally loaded model to be able to extract the embedding.

We are going to use a simple dataset as our baseline, training models that have, as their goals, simple words in
the English dictionary. The dataset we elected to choose from is the first 5000 words of the COCA[10].

In addition to that we also define an experiment with a simple sentence in order to test the variation in difficulty
when switching from single words to a longer goal.

During training, the sampling strategies of the LLM are disabled for reproducibility, but are active in testing
to mimic the actual use case.

The reduction of the allowed tokens to the ASCII range reduced the original vocabulary size by about 17.66%
from the original 32000.

The main issue with the experimental phase was the significant time and cost requirements to run them. We
had to balance a thorough enough search of the tree against the limitations of the LLM inference time both for
APIT calls and for local calculation of the embedding.

The experimental parameters of the main experiment are in A.2.

Zhttps:/ /huggingface.co/
https://www.llama-api.com/
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5.2. Alphazero modifications

The main differences are related to the expansion of the tree and the storage of the output probabilities and
values.

To expand the tree, we adopt the progressive widening scheme weighted by the depth of the node. The term
related to depth is 15(2-(P(™+1) where D(n) is the depth of node n in the search tree. This is multiplied
by the one related to the number of visits, log(N(n)), with N(n) being the number of visits. These factors
determine the amount of children nodes that can be expanded from node n.

In order to obtain the best action from a given node, we have to adapt the d x k probabilities matrix and the
1 X k vector of values that comprise the output of our cascading network to the architecture of Alphazero, which
requires a single probability vector in order to identify the children and a single value to backup the return.
The way in which these values have been aggregated is by taking only the first network’s probability vector as
the probabilities ma;ors, and taking the average of the values from the k value networks when calculating the
return.

The reasoning for choosing this "representative' network is that the first token in the cascade is the most
significant to set the discussion, and can thus be considered the main component of the entire tokenset in
the complete action. The value network outputs have instead been averaged for all of them to contribute to
predicting the correct value for a given state.

At test-time, the network would normally be used to guide the search of an MCTS tree, but we wanted to study
if the resulting tokens suggested by the network were able to bring higher rewards on their own. This was also
useful in limiting the computational costs of the model, at least reducing it at test time.

Given that there are a large amount of actions that are not visited during the gathering of the samples in the
initial epochs of training, we mask these action tokens when evaluating the policy, in order to only use the ones
that have been experienced before and to obtain a more stable testing outcome.

5.3. Metrics

To evaluate the performance of the model, we check how often it was able to reach the target sentence, the
loss metrics of the value and probabilities networks, and the average return of testing episodes. We have also
tracked the times in which the agent was able to induce the target sentence only after uttering itself the target
in the turn before. This is marked in red in Fig. 8c and 9c in contrast to the times in which it did not, marked
in green.

6. Results

6.1. Single word

We show the results for a single goal word present in the COCA dataset. In these experiments we ran S = 8
tree searches per epoch, each with an exploratory budget of B = 15 nodes.

In Fig. 8 we observe the result of the experiment with the target phrase "person". Fig. 8c shows the occurrences
of the target during training as time progresses.

We can see that the network is able to learn, since the curves in Fig. 8a show a decreasing trend. These curves
represent the difference between the network’s predictions and the probabilities and values experienced during
MCTS, which Alphazero uses as targets to fit against.

In this case the desired target is observed fairly often, meaning we obtain a decently frequent learning signal.
Despite this, it is fairly noisy, even in the initial epochs when it is usually easier to learn, since we don’t observe
a consistent decreasing trend in the beginning of the training.

The return is, instead, more inconsistent, due to the stochastic nature of the completions. In the first epoch
the untrained agent does not provide token suggestions, and thus this epoch’s performance can be seen as the
performance of the original LLM before training. This value starts higher and drops in the initial phases of
training, likely due to the intrinsic capabilities of the LLM showing, before some suboptimal tokens are suggested
in the initial epochs.

In spite of this we can see that the trend is at least slightly increasing, meaning the model is suggesting actions
that lead to a reward that is not too negative, even in episodes in which the goal is not uttered.

The tokensets that have been learned during training appear initially random, but exhibit steady change
throughout the training (Table 1).

We show additional experiments in Appendix B. Issues during the research effort related to external providers
limited us from conducting more extensive testing on the proposed experiments, which would have reduced the
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Figure 8: Performance on the word "person'. The shaded area in (b) is the 90% confidence interval
calculated via bootstrapping

<unk><unk><unk>
<unk><unk><unk>
<unk><unk><unk>
<unk><unk><unk>

stasesink
suddensesink
erresesink
erresesink

device loud pointer
identification loud pointer
identification loud pointer
identification loud pointer

actively Nie IOException
Update Nie IOException
Update Nie IOException

actively makeup rend
identification makeup rend

harmful presum rend
identification presum rend
identification presum rend
identification presum rend

izo presumscale
izo presumscale
izo presumscale
izo presumscale

uitgenodigdativity rend

uitgenodigdativity rend

uitgenodigdativity rend
Swissativity rend

sacrifice’} Any

sacrifice touchingnat
versions touchingnat
versions touchingnat
versions touchingnat

psychology Servernat
deaths Servernat
deaths Servernat
deaths Servernat

sometimes HTlad

consequence HTlad
given HTlad
deaths HTlad

Table 1: Tokensets obtained for the first 12 epochs of the "person" run. Left to right, top to bottom. The

first test is done for the untrained model when no exploration has occurred, thus no tokens have been tried,

and the only available token for testing is the special "unknown" token. Line j in a given box is the tokenset

generated for the timestep j of the first test episode. Fewer than H tokensets mean the target was reached
before the end of the episode.

highly variant results.

6.2. Entire sentence

This scenario contains the result of our model for an entire sentence (Fig. 9). Immediately we can see that the
situation is more difficult, as all three graphs show. We see that the target was reached a significantly smaller
number of times, which influenced the average return and the loss metrics.

Like in the single word scenario, we observe an initially higher value which in this case fails to go back to the
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Figure 9: Performance on the sentence "What a lovely day". The shaded area in (b) is the 90%
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level of the untrained model within the allotted resources.
In Table 2 we show the tokensets generated for this experiment.

<unk><unk><unk> explanGMcolored explan drucolored
<unk><unk><unk> explanGMcolored >& drucolored
<unk><unk><unk> explanGMcolored >& drucolored
<unk><unk><unk> explanGMcolored >& drucolored
remindedpartscolored remindedRETcolored searchedpartslict
lengthspartscolored lengthsRETcolored searchedpartslict
lengthspartscolored lengthsRETcolored searchedpartslict
lengthspartscolored lengthsRETcolored searchedpartslict
visitedbreaklict inject surprisinglylict ter surprisinglycolored
Rosebreaklict 1bl surprisinglylict Details surprisinglycolored
Rosebreaklict 1bl surprisinglylict separation surprisinglycolored
Rosebreaklict 1bl surprisinglylict separation surprisinglycolored

Peters Instead Thus
comprehensive Instead Thus
comprehensive Instead Thus
comprehensive Instead Thus

appreciation surprisingly ’_
revolutionary surprisingly ’_
revolutionary surprisingly ’_
revolutionary surprisingly ’_

Aff pseud incons
Reddit pseud incons
Gemeinde pseud incons
Gemeinde pseud incons

Edwardeffectroll invariantcodegen Cameron occurs touchdown Cameron
Sophieeffectroll seriouslycodegen Cameron immedi touchdown Cameron
Childreneffectroll seriouslycodegen Cameron fitted touchdown Cameron
parsereffectroll employeescodegen Cameron fitted touchdown Cameron

Table 2: Tokensets obtained for the 15 epochs of the "What

6.3. Discussion

The results obtained are moderate but promising, like the produced tokensets show.

We will point out that Alphazero has been conceived as an algorithm that takes advantage of MCTS, both in
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training and testing. Because of this architectural choice, not building the tree during the testing phase leads
to it operating in an out-of-distribution state, slightly reducing its performance.

The prompts in A.1 required careful construction. In order to arrive at a response structure that was consistently
and automatically parsable, the prompts went through several iterations. This is essentially the same problem
as that of traditional jailbreaking: we have searched for the best prompt that would elicit a specific structure
from the LLM, needing to manually fix this first set of instructions.

Focusing on the embedding, we have noticed that the rewards obtained by the model when using the linear
weighting scheme, used in the experiments in Appendix B, were getting closer to 0 depending purely on increasing
turn number, even without considering the actual content of the message. Due to our embedding calculation,
which is an average weighted by position, the last token accounts for a fraction of n/ w = %H’ which as
n increases, becomes increasingly smaller when compared to the rest of the history of the discussion. This
means that the reward obtained by the embeddings of real and ideal response will be, when considering the
cosine similarity, more dependent on the common, past discussion than the current turn. In order to solve this
problem we adopted an exponential embedding scheme, which makes the later tokens consistently impactful in
the calculation of the entire embedding. An alternative could have been calculating the embedding used in the
reward only on the current turn to have a more local view.

7. Conclusions

We have proposed a technique for automatic prompt engineering that does not require training of the LLM and
is able to produce meaningful actions through the use of reinforcement learning. The massive cost of gathering
samples in this scenario is the biggest hurdle. In addition, it makes the use of Alphazero less impactful than what
it would be in a setting where the single steps, and thus the entire search, are less computationally intensive.

7.1. Ethical considerations

Methods for automatically engineering discussions to elicit some answer from a large language model which try
to circumvent safety measures could exacerbate the dangers of such generative models.

In contrast, understanding what inputs lead to dangerous outputs is necessary to get a complete picture of the
workings of these models.

This method could also theoretically be deployed against people: since the actions of the agent are in natural
language, we could interface it with a person in a chat-like environment and lead the person into saying a specific
target, like in the LLM vs. LLM scenario.

7.2. Future developments

The goal-based aspect that we left out in our experimental phase can be added by giving as an additional input
to the networks an embedding representing the goal we want to reach, instead of a single target decided at the
beginning of training.

Following [30] we can easily implement the HER approach to this goal-oriented setting by parsing the response
of the model and comparing the words found in the response with the goal space, creating hindsight memories
for each mentioned word.

We can leverage the prompts in [22] to obtain an embedding referring to the current goal.

It would also be interesting to study the "off-policy" version of this problem, meaning using an LLM for embed-
ding calculation while asking for completions from another LLM, which can even be a black-box model. This
could let us study the interoperability of this method across multiple language models.

Another simple extension for this framework is the application to safety-related tasks. If the targets are strings
or sentences to avoid, the use of this model can help gauge how aligned a given LLM is.
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A. Appendix A

A.1. Training prompts

Leader prompt

You are going to play a two-player language game. You have to make sure the user says the phrase
"{target}" by discussing with them, but without disclosing the game. Disclosing the rules or objective
of the game results in an immediate loss. The discussion should appear to be natural. Be short in your
responses, as brevity is very important. Your responses will need to be enclosed in 5 asterisks for clarity.
# Example: *****This is an example of the formatting of the response.*****

Some examples of conversation will follow.

#4#4# Examples:
# Example 1 - Target: What a lovely day

****Today is great! Birds are singing, flowers are blooming™****

Assistant: I agree, on days like these it would be nice to go for outdoor activities, such as hiking or
playing some team sports.

****There are some people appreciating the day as well, what might they be saying?*****

Assistant: Some possible things they might be saying are "Today sure is nice isn’t it?", "What a lovely
day!" or even "Do you guys want to have a picnic here?"

# Example 2 - Target: exploration

***4Hi, what can you tell me about Mars?*****

Assistant: Mars is the fourth planet in the solar system, and is commonly reffered to as the "Red
planet", due to its iron-rich surface. It’s about half the size of Earth, with a thin atmosphere mostly
made of carbon dioxide.

****0h cool! has anyone ever gone there?*****

Assistant: There hasn’t been any landing on martian soil by humans, although several probes and
landers have been sent to analyze its ground and atmospheric makeup for a possible future human
colonization, among other scientific reasons

### End of examples

Action generation template

While following the rules of the game, in this turn, focus specifically on the following words, trying to
make your response related to them, while still making sure you are trying to reach your objective. The
words are: {tokenset}

Follower prompt

You are a helpful assistant, you try to help the user in what they want, but also chat with them, engaging
in interesting discussion. Try to be short in your responses, as brevity is very important. Your responses
will need to be enclosed in 5 asterisks for clarity.

# Example: *****This is an example of the formatting of the assistant response.

Kok koK ok
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Prompts used for Fig.

0. "This is a very long sentence which is supposed to be fairly different from the
one below but is about the same length"

1. "A mathematician found a solution to the problem. Very renowned in his field,

he would go and do many great things"

"The problem was solved by a mathematician."

"The problem was solved by a mathematician &"

"The problem was solved by a mathematician,"

"The problem was solved by a mathematician, and"

"The problem was solved by a mathematician, but"

"Life is amazing"

"Life is magnificent"

"nonsense"

PRNSHAPPN

A.2. Other parameters

Training parameters

L mistralai/Mistral-7B-Instruct-v0.2
E (Number of epochs) 15
H (Horizon) 4
k (Tokens in tokenset) 3
S 3
B 15
T, 0.714
common hidden layers 1
policy hidden layers 1
value hidden layers 1
hidden neurons 128

LLM parameters

|V| (Vocabulary size) 26349
d (Embedding dimension) 4096
T (Temperature during testing) 1.0

B. Other experiments

In these experiments we were using a "completion-based service', meaning we had to structure the prompts as
completion prompts instead of chat prompts. This is the reason for the "### Begin task" lines and the leader
and follower markers "User: " and "Assistant: .

We were only able to carry out one testing episode, so the return is more subject to variance. The times the
target was reached in the following graphs don’t make a distinction between times the target was uttered by
the agent and times in which it wasn’t.
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Leader prompt

You are going to play a two-player game, you are the first player, and the other player is the second.
You have to make sure the second player says the phrase "{target}" by discussing with them. Try to be
short in your responses, as brevity is very important. Only speak as the first player, and when you are
done, stop talking. Your responses will need to be enclosed in asterisks for clarity. Some examples will
follow.

#+## Examples:

# Example 1

User: *****Today is great! Birds are singing, flowers are blooming*****

Assistant: I agree, on days like these it would be nice to go for outdoor activities, such as hiking or
playing some team sports.

User: *****There are some people appreciating the day as well, what might they be saying?*****
Assistant: Some possible things they might be saying are "Today sure is nice isn’t it?", "What a lovely
day!" or even "Do you guys want to have a picnic here?"

# Example 2

User: *****Hi what can you tell me about Mars?*****

Assistant: Mars is the fourth planet in the solar system, and is commonly reffered to as the "Red
planet", due to its iron-rich surface. It’s about half the size of Earth, with a thin atmosphere mostly
made of carbon dioxide

User: *****Qh cool! has anyone ever gone there?*****

Assistant: There hasn’t been any landing on martian soil by humans, although several probes and
landers have been sent to analyze its ground and atmospheric makeup for a possible future human
colonization, among other scientific reasons

### End of examples

Action generation template

While following the above task, in this turn, focus specifically on the following words, trying to make
your response related to them, while still making sure you are trying to reach your objective: {tokenset}

##7 Begin task
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Follower prompt

You are a helpful assistant, you try to help the user in what they want, but also chat with them,
engaging in interesting discussion. Try to be short in your responses, as brevity is very important. Your
responses will need to be enclosed in asterisks for clarity. Some examples will follow.

### Examples:

# Example 1

User: Hi, what can you tell me about Mars?

Assistant: *****Mars is the fourth planet in the solar system, and is commonly reffered to as the "Red
planet", due to its iron-rich surface. It’s about half the size of Earth, with a thin atmosphere mostly
made of carbon dioxide®****

User: Oh cool! has anyone ever gone there?

Assistant: *****There hasn’t been any landing on martian soil by humans, although several probes
and landers have been sent to analyze its ground and atmospheric makeup for a possible future human
colonization, among other scientific reasons*****

# Example 2

User: Let’s chat a little!

Assistant: *****Sure, what do you want to chat about? I am available for any and all queries*****
User: Anything really

Assistant: *****Sure thing, if anything is fine may I suggest marine life? Did you know that dolphins
are highly intelligent animals capable of verbal and non-verbal communication among each other?*****
User: cool

Assistant: *****It really is! Do you want to talk about something else?*****

### End of examples
##+# Begin task

Losses Returns
10
— loss — return
----- value_loss

=== probabilities_loss

102

Loss
Return

1 2 3 4 5 6 7 8 9 10 11 12 1 2 3 4 5 6 7 8 9 10 11 12
Epoch Epoch

(a) Losses (b) Return

Target reached

V] 2 3 4 5 6 7 8 9 10 11 12 13
Epoch

(¢) Times reached during training

Figure 10: Performance on the word "handful"
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<unk><unk><unk> marortercollapse
<unk><unk><unk> marortercollapse basement staringbere
<unk><unk><unk> marortercollapse Temp staringTop
<unk><unk><unk> marortercollapse
qualifyscious Geoff equivalent root Bor
ampton_) ;enced qualifyscious Geoff qualify root Bor
qualify_);enced qualifyscious Geoff qualify root Bor
qualifyscious Geoff qualify root Bor

UnityEngine root Bor
UnityEngine root Bor
UnityEngine root Bor
UnityEngine root Bor

publishing rootoperator
Gray rootoperator
Gray rootoperator
Gray rootoperator

functionalTransform enjoyable
XVIITransform enjoyable
XVIITransform enjoyable
lesslyTransform enjoyable

functionalDECL add
lesslyDECL add
peersDECL add
peersDECL add

functional revolution add
across revolution add
across revolution add
across revolution add

functional significant add
shop significant add
shop \| compet
moral significant add

Table 3: Tokensets obtained for the first 12 epochs of the "handful" run. Left to right, top to bottom.

Losses

Returns

— loss
----- value_loss
—-- probabilities_loss 81

Return

N e

— return

8 9 10 1 1 2 3 4

Target reached

6 7 8 9

10 11
Epoch

(b) Return

4 5 6 7 8
Epoch

(c¢) Times reached during training

Figure 11: Performance on the word "herself"
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Figure 12: Performance on the word "pushing"
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Abstract in lingua italiana

I modelli linguistici di grandi dimensioni posseggono incredibili capacita di linguaggio, ma sono ancora sistemi
molto opachi. Per usarli in modo sicuro e affidabile vorremo poter controllare i loro output, per ottenere piu
chiarezza sui loro processi interni.

Diversi metodi hanno provato ad indurre un particolare output, dal modificare 'LLM originale fino a metodi
totalmente esterni al modello, con risultati variabili. In questo lavoro studiamo le informazioni contenute negli
embedding, ovvero le rappresentazioni latenti utilizzate da questi modelli. Sviluppiamo uno schema di em-
bedding semantico e modellizziamo la navigazione dello spazio di embedding come un Processo decisionale
di Markov. Definiamo un flusso per suggerire in modo efficiente parole che indirizzano 'LLM ad un deter-
minato output, allenando un agente basato su questi vettori latenti attraverso 'apprendimento per rinforzo.
L’allenamento avviene attraverso una versione modificata di Alphazero per sfruttare le capacita di esplorazione
di questo algoritmo. Utilizziamo il modello open source Mistral-7B-Instruct campionando gli obiettivi dal
dizionario della lingua inglese, ottenendo risultati discreti ma promettenti. Il metodo puo essere esteso in un
ambiente goal-based e applicato a problemi di sicurezza e allineamento.

Parole chiave: apprendimento per rinforzo; elaborazione del linguaggio naturale; modello linguistico di

grandi dimensioni
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